International Journal of Technical Research and Applications e-ISSN: 2320-8163,
www.ijtra.com Special Issue 31(September, 2015), PP. 99-104

DETECTION & LOCALIZATION OF SPOOFING
ATTACK IN WI-FI NETWORK
Abhilasha Singh, Varsha Wahane (Asst. Proffesor)
Information Technology
Terna College of Engineering
Nerul, Navi-Mumbai, India
Singh.abhilasha09@gmail.com

Information Technology
Terna College of Engineering
Nerul, Navi-Mumbai, India
varshasim@gmail.com

Abstract—Wi-Fi is a networking technology that uses high
frequency radio waves to provide high speed internet and network
connections. The main function of wi-fi is to provide
communication and sharing with the help of internet. Spoofing
attack is a situation where some party masquerades as legitimate
user by falsifying data and thereby gaining illegitimate advantage.
Therefore it is necessary to detect spoofing attack and eliminate
them. But the main problem arises when more than one attacker
is taking the same node identity. In this case it becomes necessary
to find the attackers and localize them. In our paper, we are
detecting spoofing attacks as well as localizing adversaries for
situations where multiple attackers are taking same node identity
to launch spoofing attack.
Keywords—Wi-Fi, Spoofing attack, Masqurades, Attackers,
localization

I.

INTRODUCTION

WiFi is a local area wireless computer networking
technology which is used to network electronic devices [12]. It
is also defined as wireless local area network. Many electronic
devices uses WiFi like personal computers, smart phones,
gaming consoles, digital audio players, tablet computers [12].
Wifi is less secure than wired network, mainly because the
intruder does not need a physical connection. And as more
wireless and sensor networks are deployed, they become the
tempting target of attackers. Due to the openness of wireless
and sensor networks, spoofing attack is very easy to launch.
Spoofing attack means forging someone’s identity mostly of
legitimate users and therby gaining access of privileged data.
Spoofing attack is a very serious attack as it leads to identity
compromise as well as series of other attacks such as evil twin
access point attack and even denial of service attack.
In order to secure its connection, WiFi has adopted various
encryption technology. Cryptography is one of the oldest and
most used encryption method for authentication. However due
to various overheads like infrastructural and computational
power associated with key distribution and maintenance, it is
not always possible for wireless devices to deploy it for
authentication. Mainly because of limited memory and storage
space, it becomes hard to do the authentication if some
overhead is included and in cryptography we know that various
management infrastructural overheads are there. Other

algorithm such as SEKM was also utilized. SEKM uses public
key encryption method, but again as it depends on key,
overheads depending on key distribution is there. K-Cluster
analysis was also used for determining the presence of spoofing
attack and finds the number of attackers. It does not include any
overheads but if multiple adversaries are posing as single node,
then in such case it is unable to determine the exact number of
attackers. We have utilized spacial correlation on RSS
(Received Signal Strength), a physical property that is
associated with every node and hard to falsify. The x-y
coordinates are calculated for every node for 300 samples using
Dynamic triangular location method. And the RSS value for
these nodes is calculated using Grey Prediction method. Grey
prediction is used to predict the tendency of RSSI at run-time
stage and present analysis of predicted RSSI when mobile user
is moving. Grey prediction is able to reduce the fluctuation of
RSSI when sensors are moving [13]. The location coordinates
with grey prediction achieve smaller mean distance error.

II.

PRESENT THEORIES AND PRACTICES

Spoofing attack must be detected on time as it makes the
network vulnerable to various attacks like traffic injection
attacks, access control lists attack, rogue access point attacks,
and eventually Denial-of- Service (DoS) attacks [1]. Largescale network also becomes target of multiple adversaries
masquerading as the same identity and work together to launch
malicious attacks such as network resource utilization attack
and denial-of-service attack.
Because of this it becomes important to detect spoofing attack,
determine number of attackers and localize them.
To detect spoofing attacks, cryptography is the most used
approach. As it is known that cryptography relies on reliable
key distribution and so there exists the overheads of the
management and distribution of this key. Because of its
infrastructural, computational, and management overhead, it is
not always desirable to use it in sensor network, as the sensors
have very low memory and space. In addition, cryptographic
methods are susceptible to node compromise, which is a
serious threat to sensor network as the entire network can be
scanned. In this work, we propose to use RSS-based spatial
correlation, a physical property associated with each wireless
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node that is hard to falsify and not reliant on cryptography as
the basis for detecting spoofing attacks. Since we are
concerned with attackers who have different locations than
legitimate wireless nodes, utilizing spatial information to
address spoofing attacks has the unique power to not only
identify the presence of these attacks but also localize
adversaries. Using spacial correlation to detect spoofing attack
also have the advantage that it adds no extra overhead to the
wireless sensor network.
Our main focus in this work is on static nodes in-order to
detect spoofing attack. Most of the existing approaches are
unable to determine the number of spoofers if multiple nodes
are using same node identity to launch attacks, which is why
we are further doing the localization of nodes. The approach to
localize the attackers however, is unable to localize the
attackers if they are using different transmission power levels.
III.

PROPOSED SYSTEM

In the proposed system, we are using a different approach. We
utilize the physical properties associated with wireless
transmissions to detect spoofing. In our work we are proposing
a system which will detect spoofing attack and will localize
multiple adversaries performing the attack based on their
location. In our approach we are using the Received Signal
Strength (RSS) measured across a set of access points to
perform spoofing detection and localization. No extra overhead
is added to wireless sensor nodes by our approach.
A. Spoofing Attack Detection
We use RSS reading of the nodes for cluster analysis. The
Received Signal Strength value array as s = (s1,s2,...sn) where n
is the number of landmarks that are watching the RSS of the
wireless nodes and know their locations in wireless network
grid. Usually, the RSS reading at the ith landmark from a
wireless node is dispersed as given in [14]
Si (dj) [dBm] = P (d0) [dBm] - 10ϒ log (dj/d0) + Xi
where P(d0) represents the transmitting power of the node at
the local distance d0, ϒ the path loss exponent and, dj is the
distance between the wireless node j and the ith landmark, Xi
is the shadow fading which is given as input [14].
In-order to detect spoofing attack, we are using PAM
(Partitioning Around Medoids), it divides the RSSI value of a
single node into two clusters and takes the medoids of both the
cluster. The distance between two medoids DM serves as test
statics.
The basic idea behind PAM that we are utilizing is that the
RSSI value taken from a single node N denotes the physical
location of that node only. So if it is divided into two cluster
and the difference of medoids are taken, then this difference
must be very low. This holds true under normal condition, but
if another node or a number of nodes which are at different
physical location are taking the node identity of N, then this
difference between medoids will be large.
So, if value of DM is small, no spoofing attack has taken place.
But if the value is large, it means more than one node is taking
the same node identity, launching the spoofing attack.

B. SILENCE Mechanism
SILENCE is using Silhouette Plot and System Evolution with
minimum distance of clusters, to improve the accuracy of
determining the number of attackers [1].
The advantage of Silhouette Plot is that it is suitable for
estimating the best partition. Whereas the System Evolution
method performs well under difficult cases such as when there
exists slightly overlapping between clusters and there are
smaller clusters near larger clusters [1]. The SILENCE
mechanism uses the advantage of both method to evaluate the
no. of attackers with increased accuracy.
C. Support Vector Machine
We are using the training data collected during the offline
training phase, to train the SVM which will further improve the
performance of determining the number of spoofing attackers.
SVM has the advantage of combining the characterics of
various available statistical method, such as System Evolution
and SILENCE, to detect the number of attackers. We are using
Support Vector Machines (SVM) to increase the accuracy in
determining the number of the spoofing attackers. The
advantage of using SVM is that it can combine the intermediate
results (i.e., features) from different statistic methods to build a
model based on training data to accurately predict the number
of attackers.
D. Localization
We present our integrated system that detect spoofing attack,
determine the number of attackers and localize multiple
adversaries. There are a number of algorithms for localization
out of which we are using Area based probability.
It uses interpolated signal mapping.
IV.

EXPERIMENTAL RESULTS

We are using MATLAB as implementation platform for our
approach, due to its network based features. In real time, wi-fi
devices send the signals to the system via wi-fi medium, which
is then analyzed by the network. This same thing can be done
by MATLAB, just the difference is that instead of using
hardware, we are designing the wi-fi model using MATLAB
software.
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maximum distance between two consecutive nodes are taken as
20 & 120. The node movement is denoted in fig.2.

Fig.1 Wi-Fi GUI

In Fig.1, by clicking the “network simulation parameter”, all the
parameters are triggered. Here we are using 25 nodes and 300
samples. For Wi-Fi, we are using 1000.0e6 Hz frequency.
Initially the RSSI value is initialized to 0 and the probability
range is taken between 0 & 1 with the difference is 0.003.After
the text edit has been completed, the paper is ready

Fig.3 sensor location coordinates

As the nodes are moving in the Zigbee network, the location of
each nodes are calculated using Dynamic Triangular Location
method and is given in fig.4. At least three sensor nodes are
required by DTN to estimate the location of mobile user. Worst
RSSI measured by a sensor node will be discarded by DTN and
other sensor nodes are used to estimate the location. A node
which receives the strongest RSSI is chosen by DTN and taken
as master node, and assume the mobile user’s location in
mapping circle of master node. The mapping circle in is the
estimation distance d1 between the master node and mobile
user. DTN finds the angle Θ on mapping circle by using a cost
function to pick one that best matches the observed distance.
Following steps are comprised in DTN:
1.To generate the mapping circle: best possible location of
mobile user (x1+d1cosΘ,y1+d1sinΘ) found by DTN on the
mapping circle by using the possible distances (d2Θ, d3Θ)
between the mobile user and slave nodes.
2. The distance of mobile user estimation: A error between the
estimation distances (d2 and d3) and possible distances
(d2Θ,d3Θ) is found by the DTN.
3. The coordinate of mobile approximation: A cost function at
each angle Θ is calculated by DTN and Θ increase one degree
at each time. DTN search the minimum cost function, and Θ of
minimum cost function is estimation angle on mapping circle.
The angle Θ on the mapping circle is the estimation location D
of mobile user. At-last we shift the local coordinate D and find
the global coordinate of mobile user (x1+d1cosΘ, y1+d1sinΘ).

Fig.2 Network Topology

After the parameters are declared and the event is triggered, the
network is created and 25 nodes perform Random way point
movement. With the help of Animator Speed & Mobility
Speed, we can control the speed of node movements. As the
nodes are random way point, its minimum distance and
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Fig.4 Location coordinates

Fig.5, shows the Received Signal Strength of the sensor nodes.
We are using Grey Prediction algorithm to predict the RSSI. To
find the location coordinates, we are using the dynamic
triangulation algorithm. This dynamic triangulation along with
grey prediction, minimizes the error due to node movements.

Fig.6 Cluster of nodes

In fig.6, we are denoting all the nodes in the form of clusters.
We are taking cluster of 4. The RSSI values are taken from
each node for 300 samples and we will localize the nodes. Here
red dot is for the nodes that are behaving unusual.

Fig.7 Transmission Power Level

fig.5 RSSI Values

Signal to noise ratio denotes the interference of nodes while
di/Ri denotes the resistance of sensor nodes. Value of
interference decreases as resistance increases. And it is shown
in fig.7.
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Partitioning Around Medoids is used to detect spoofing attack,
in it the RSSI value of a single node is divided into two clusters
and their medoids are found. The distance between both these
medoids are found, the distance is taken as test metrics. If the
distance is less, it means the RSSI value is from the same node,
but if the distance is more, it means the RSSI value is
combination of value of more than one node. So we conclude
that, there is spoofing attack as the value of node is the
combination of values of more than one node.
System evolution and silhouette algorithm is applied to find the
number of attackers. Both these algorithm is applied separately
to find the no. of attackers. Then with the help of SILENCE
mechanism we choose the best result.

Fig.9 denotes the precision recall graph and the ROC curve.
Figure 10 presents the graph of Probability of Detection Rate
and False Positive Rate as well as graph between False Positive
Rate and Hit Rate in normal environment and in spoofed
environment.

Fig.10 Network & Spoofing Graph

Conclusion

Fig.8 SVM decision boundary

Once the no. of attackers is determined, SVM is applied to
increase the accuracy in determining the no. of attackers. SVM
decision boundary while its training is shown in fig.8.

In this work, we are utilizing a physical property associated
with each wireless device, received signal strength (RSS) based
spatial correlation, which is hard to falsify and not reliant on
cryptography as the basis for detecting spoofing attacks in
wireless networks. We are using PAM for attack detection and
RSS reading to develop Test statics for PAM. We have
developed SILENCE mechanism to find the number of
attackers. In-order to increase the accuracy we are using SVM
mechanism. Our approach can detect the presence of attacks as
well as determine the number of adversaries, spoofing the same
node identity, so that we can localize any number of attackers
and eliminate them.
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