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Abstract— A new dimension in the internet world has emerged
and provided the way of making our life easier by connecting
various smart objects to the internet, enabling better
performance and smooth functioning of the real time objects for
the betterment and comfort of human race, and this I technology
is called, “Internet of Things” . This paper aims to give the
comprehensive view of the increasing need or dependency on
IOT devices in the near future as well as various concerns
associated with it i.e. improved security architecture that
overcomes various security concerns specific to 10T devices,
robust performance and various countermeasures proposed by
different novel researches. This paper focuses on presenting
different aspects of security principles, challenges with their
proposed countermeasures and architectural frameworks to help
in identifying the future directions for secure M2M
communications.

Index Terms— Internet of Things (loT), DTLS (Datagram
Transport Layer Security), RFID, CoAP.

I. INTRODUCTION

M2M communication has been an industry buzzword for years
and will soon provide us the connectivity to the physical world
through smart homes, smart cars, automation networks etc. that
focuses on providing information, enabling smart interaction
through sensors. 10T is steadily evolving in order to process
enormous amount of data generated ever year. This loT
technology promises the most lucrative and widespread
interaction among humans or M2M. In the near future, smart
devices, objects will interact with each other through sensors,
gathering data, performing analysis that will result better and
optimized results and various challenges are also considered
like limited resources on field [1]. In order to secure the future
of 10T, embedded security is proposed by the researcher in
paper [2] to provide inbuilt security to the devices resulting
software-hardware co-design architecture.Researchers [3] have
discussed the growth of 10T devices in order to connect the
whole world in more sophisticated way as compared to the
other technologies, and loT devices has become an utility with
increased capabilities of sensing, actuations, communications
and controls, resulting generating vast knowledge from huge
data set. Application layer protocol of loT i.e. CoAP
(Constrained Application Layer Protocol) is responsible to
retrieve data from sensory nodes, as it is complete and efficient
communication protocol stack for data gathering and analysis
from the sensor nodes in the field and the new alternative to

CoAP is “CoAP observe” option which is used to retrieve the
raw sensed data from the sensory nodes[4]
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Fig. 1. Statistics showing explosion of connected lIoT devices
per year.

Paper is organized in different sectons: 1st Section defines the
introduction part while vision of 10T is explained in Section 2,
3rd Section is considered to be the part of discussing
architectural evolution in 10T, Section 4 discusses the future
applications, Section 5 is all about security challenges and
Section 6 finally concludes the paper

I1. VISION OF 10T

inter device collaboration with internet under iot vision
enables smart communication within objects using various
sensory nodes and actuators. vision of iot enables us to
provide the various opportunities in the multitude of area. it
also specifies the vision of secure iot in coming future in order
to avoid any disintegration of security architecture, because
transmission of highly sensitive information can cause
security breach. emerging trends of smart devices improves
people lives through both automation and smart decision
based on the facts and stats analyzed through the devices [8].
internet of Things can be understood as the dispersed power to
control the objects and people’s lives through remote
monitoring and automation. 10T can be the next big thing for
improving healthcare system for the humanity, as it enables us
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to remotely monitor the patient’s health and it can help us to
analyze the patient’s condition

through web browser. In paper [11], simulation softwares like
6LoWPAN protocol stack and ContikiOS are used to perform
this task of attaining remote health monitoring deployability

ratio in real. Researcher [12] have envisioned python based
implementation of CoAP protocol i.e. CoAPthon, it is an open
source python based open library and used through through
easy to use programming interface. Researcher [19] has not
only defined the importance and evolution of 10T in

today’s].

I1l. ARCHITECTURE

Researcher[7] have proposed an effective deployable architectural
model that helps in monitoring and tracking of patients with the
help of smart SHS architecture for better functioning.
Researcher[16] have proposed a better deployable model for
implementing in various healthcare systems. DTLS over CoAP is
proposed as a deployable architecture. Researcher [13][10] have
proposed DTLS/TLS[17] based schemes that relies on various
certificates provided along with the authentication process to work
in limited resource with better performance and efficiency and
DTLS also helps in reducing the risk of DOS attacks. Researcher
[24] investigates the performance of “AuthLite”, which is a novel
authentication approach and it is a key management scheme with
conventional pre-shared key mode while maintaining its lightweight
feature. Research [15] have mentioned the use of security principles
that should be enforced to each layer.
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Fig. Layered Architectural overview with different layers.
In the above layered architecture, different layered approach is
used to define the functionality. Coding layer is responsible
for identifying the objects through their object ID, perception

IV. APPLICATIONS

Internet of Things have come with wide variety of applications
which are smart, productive and efficient as compared to existing
technologies. Internet of things is basically providing the idea of
enhancing technological advancement by enabling the mutual
interaction among devices and these collaborative approaches to

connect various devices through internet will create wide range of
innovative applications [26]. Concept of Google car is
another world, but has also defined the secure way of using loT
with considering all privacy parameters. With this approach,
researcher has defined loT using MQTT protocol. Researcher

[5] have demonstrated an important application layer protocol
CoAP, with new formatted SCoAP, as a version of 10T that runs
through various protocols used in web browsers. l1oT CAD
security techniques [6] are another visionary aspect for loT
security that can evolve various loT security concers using
different 10T counters.

layer consists of field sensors deployed in different forms called as
RFID tags etc., network layer make use of information and
transfers it to the processing systems using communication
protocols like Wifi, Bluetooth etc., middleware layer includes
processing of information received from sensor devices using
cloud computing while application and business layer is
responsible for developing smart homes and various business
models respectively [25]. Researcher

[22] have proposed the architecture in which algorithms that
need to be tested among different environmental variables and
to enable developers, so that various adjustments can be made
to have better overview of the performance of the algorithm
for better security of the Internet of Things (10T).

V. SECURITY CHALLENGES

Hardware malfunctioning is one of the biggest challenges that can
affect the integrity of the 10T security. In order to simultaneously
persist various trojan and modifies side channel analysis attacks,
these wvulnerabilities can be prevented through the proposed
method of dynamic permutation, as it makes more difficult to find
the key of cryptographic algorithms and generates the bar against
loosing integrity of the loT security [23][21] and security
vulnerabilities like identity theft etc. are also discussed in [20].
Advanced congestion control algorithms like CoCoA, developed
to maximize throughput and minimizing packet loss is also
proposed in order to counter the problem of congestion in limited
resource 10T functioning[18]. Health Sector is also facing various
security issues in 10T wearable devices and monitoring systems
used in smart healthcare facilities like privacy, digital forensics,
computation, communication and trusted sensing,[14] as these
variable factors are susceptible to tampering, as these data must
pass through secure channel in order to prevent the data tampering
and modifications. A human interactive system that works takes
visual as an input, for analyzing various complex security
loopholes in 10T infrastructure [9].

showcasing of upcoming loT applications with real time traffic
[29].

A. Smart Agricultural Techniques:

Working together of loT with cloud computing generates
powerful computing tools to make a better agricultural
information cloud with the combined power of cloud computing
with 1oT. RFID and its sensing techniques are required to achieve
the various parameters in collecting large amount of data and then
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analyzing it with agricultural information cloud [27].

Smart Healthcare Services: Internet of Things is spreading its wings
in the healthcare sector by providing newly improved and smart
healthcare services with the help of growing loT technology i.e.
RFID sensing, RFID field can be applied to the healthcare services,
so that monitoring and assessing patient’s current health stats for the
better treatment of the disease. This paper [30] proposes
deployment of RFID locator to improve the quality of healthcare
services.

B. Smart Traffic Management:

Various Smart sensing technologies like GPS, RFID and EPC
are used in order to provide effective all weather smart traffic
management through the use of loT technology. It is a
complete automation in traffic monitoring system for better
functioning.

CONCLUSION

In a nutshell, we can say that Internet of Things has presented
us an eye opening fact about the future of connecting people
and the machines together for the betterment and comfort of
human race. In this paper, we have reviewed various present
applications of this technology where M2M interaction plays
an important role in the successful deployment of this
technology. 10T has commendable applications in various
fields with the better version in terms of deploy ability,
reliability and performance. We have also discussed the
projected future or vision of 10T in the coming years with the
highest growth rate in the market. In this projected path of
10T, it has also defined that various security challenges are on
its way that also exposes the vulnerabilities behind this new
technology.
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