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Abstract— Cloud computing is revolutionizing many 

ecosystems by providing organizations with computing 

resources featuring easy deployment, connectivity, 

configuration, automation and scalability. This paradigm 

shift raises a broad range of security and privacy issues that 

must be taken into consideration. Multi-tenancy, loss of 

control, and trust are key challenges in cloud computing 

environments. This paper reviews the existing technologies 

and a wide array of both earlier and state-of-the-art projects 

on cloud security and privacy. We categorize the existing 

research according to the cloud reference architecture 

orchestration, resource control, physical resource, and cloud 

service management layers, in addition to reviewing the 

existing developments in privacy-preserving sensitive data 

approaches in cloud computing such as privacy threat 

modeling and privacy enhancing protocols and solutions.  

Index Terms— Cloud Security, Privacy, Trust, Virtualization,  
Data Protection  

I. INTRODUCTION  

Cloud computing is revolutionizing many of our 

ecosystems, including healthcare. Compared with earlier 

methods of processing data, cloud computing 

environments provide significant benefits, such as the 

availability of automated tools to assemble, connect, 

configure and reconfigure virtualized resources on 

demand. These make it much easier to meet organizational  

Goals as organizations can easily deploy cloud 

services. However, the shift in paradigm that accompanies 

the adoption of cloud computing is increasingly giving rise 

to security and privacy considerations relating to facets of 

cloud computing such as multi-tenancy, trust, loss of 

control and accountability. Consequently cloud platforms 

that handle sensitive information are required to deploy 

technical measures and organizational safeguards to avoid 

data protection breakdowns that might result in enormous 

and costly damages.  

Sensitive information in the context of cloud 

computing encompasses data from a wide range of 

different areas and disciplines. Data concerning health is a 

typical example of the type of sensitive information 

handled in cloud computing environments, and it is 

obvious that most individuals will want information 

related to their health to be secure. Hence, with the 

proliferation of these new cloud technologies in recent 

times, privacy and data protection requirements have been 

evolving to protect individuals against surveillance and 

database disclosure. Some examples of such protective 

legislation are the EU Data Protection Directive (DPD) 

and the US Health Insurance Portability and 

Accountability Act (HIPAA), both of which demand 

privacy preservation for handling personally identifiable 

information.   

This paper presents an overview of the research on 

security and privacy of sensitive data in cloud computing 

environments. We identify new developments in the areas of 

orchestration, resource control, physical hardware, and cloud 

service management layers of a cloud provider. We also 

review the state-of-the-art in privacy-preserving sensitive 

data approaches for handling sensitive data in cloud 

computing such as privacy threat modeling and privacy 

enhancing protocols and solutions.  

II. KEY CONCEPTS AND TECHNOLOGIES  

Over the past few years, major IT vendors (such as 

Amazon, Microsoft and Google) have provided virtual 

machines (VMs), via their clouds, that customers could rent. 

These clouds utilize hardware resources and support live 

migration of VMs in addition to dynamic load-balancing and 

on-demand provisioning. This means that, by renting VMs 

via a cloud, the entire datacenter footprint of a modern 

enterprise can be reduced from thousands of physical servers 

to a few hundred (or even just dozens) of hosts.  

While it is practical and cost effective to use cloud computing 

in this way, there can be issues with security when using 

systems that are not provided in-house. To look into these and 

find appropriate solutions, there are several key concepts and 

technologies that are widely used in cloud computing that 

need to be understood, such as virtualization mechanisms, 

varieties of cloud services, and “container” technologies.  

A. Virtualization Mechanisms  

A hypervisor or virtual machine monitor (VMM) is a key 

component that resides between VMs and hardware to control 

the virtualized resource. It provides the means to run several 

isolated virtual machines on the same physical host.  

Hypervisors can be categorized into two groups:  

1) Type I:   

Here the hypervisor runs directly on the real system 

hardware, and there is no operating system (OS) under it. This 

approach is efficient as it eliminates any intermediary layers. 

Another benefit with this type of hypervisor is that security 

levels can be improved by isolating the guest VMs. That way, 

if a VM is compromised, it can only affect itself and will not 

interfere with the hypervisor or other guest VMs.  
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2) Type II:    

The second type of hypervisor runs on a hosted OS that 

provides virtualization services, such as input/output (IO) 

device support and memory management. All VM 

interactions, such as IO requests, network operations and 

interrupts, are handled by the hypervisor.  

B. Cloud Computing 

The activities of cloud providers can be divided into five 

main categories: service deployment, resource abstraction, 

physical resources, service management, security and privacy 

[7]. Service deployment consists of delivering services to 

cloud consumers according to one of the service models 

(SaaS, PaaS, IasS). Resource abstraction refers to providing 

interfaces for interacting with networking, storage and 

compute resources. The physical resources layer includes the 

physical hardware and facilities that are accessible via the 

resource abstraction layer. Service management includes 

providing business support, resource provisioning, 

configuration management, portability and interoperability to 

other cloud providers or brokers. The security and privacy 

responsibilities of cloud providers include integrating 

solutions to ensure legitimate delivery of cloud services to the 

cloud consumers. The security and privacy features that are 

necessary for the activities of cloud providers are described 

in Table 2 [10].

  

  

  
Table 2: Security and Privacy Factors of the Cloud Providers 

    

The majority of cloud computing infrastructures consist 

of reliable services delivered through data centers to achieve 

high availability through redundancy. A data center or 

computer center is a facility used to house computer systems 

and associated components, such as storage and network 

systems. It generally includes redundant or backup power 

units, redundant network connections, air conditioning, and 

fire safety controls.  

III. CLOUD SECURITY AND PRIVACY CHALLENGES  

Cloud computing has raised several security threats such 

as data breaches, data loss, denial of service, and malicious 

insiders that have been extensively studied. These threats 

mainly originate from issues such as multi-tenancy, loss of 

control over data and trust. (Explanations of these issues 

follow in the next subsection.) Consequently the majority of 

cloud providers – including Amazon’s Simple Storage  

Service (S3)13, the Google Compute Engine14 and the Citrix 

Cloud Platform15 - do not guarantee specific levels of 

security and privacy in their service level agreements (SLAs) 

as part of the contractual terms and conditions between cloud 
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providers and consumers. This means that there are important 

concerns related to security and privacy that must be taken 

into consideration in using cloud computing by all parties 

involved in the cloud computing arena.  

A. Security Issues in Cloud Computing 1) Multi-tenancy  

Multi-tenancy refers to sharing physical devices and 

virtualized resources between multiple independent users. 

Using this kind of arrangement means that an attacker could 

be on the same physical machine as the target. Cloud 

providers use multi-tenancy features to build infrastructures 

that can efficiently scale to meet customers’ needs, however 

the sharing of resources means that it can be easier for an 

attacker to gain access to the target’s data.  

2) Loss of Control  

Loss of control is another potential breach of security that 

can occur where consumers’ data, applications, and resources 

are hosted at the cloud provider’s owned premises. As the 

users do not have explicit control over their data, this makes 

it possible for cloud providers to perform data mining over the 

users’ data, which can lead to security issues. In addition, 

when the cloud providers backup data at different data 

centers, the consumers cannot be sure that their data is 

completely erased everywhere when they delete their data. 

This has the potential to lead to misuse of the un-erased data.  

In these types of situations where the consumers lose 

control over their data, they see the cloud provider as a black-

box where they cannot directly monitor the resources 

transparently.  

3) Trust Chain in Clouds  

Trust plays an important role in attracting more consumers 

by assuring on cloud providers. Due to loss of control (as 

discussed earlier), cloud users rely on the cloud providers 

using trust mechanisms as an alternative to giving users 

transparent control over their data and cloud resources. 

Therefore cloud providers build confidence amongst their 

customers by assuring them that the provider's operations are 

certified in compliance with organizational safeguards and 

standards.  

B. Privacy Considerations of Processing Sensitive Data  

The security issues in cloud computing lead to a number 

of privacy concerns. Privacy is a complex topic that has 

different interpretations depending on contexts, cultures and 

communities, and it has been recognized as a fundamental 

human right by the United Nations. It worth nothing that 

privacy and security are two distinct topics although security 

is generally necessary for providing privacy.  

Several efforts have been made to conceptualize privacy 

by jurists, philosophers, researchers, psychologists, and 

sociologists in order to give us a better understanding of 

privacy – for example, Alan Westin’s research in 1960 is 

considered to be the first significant work on the problem of 

consumer data privacy and data protection. Westin [14] 

defined privacy as follow. “Privacy is the claim of 

individuals, groups, or institutions to determine for 

themselves when, how, and to what extent information about 

them is communicated to others.”  

The International Association of Privacy Professionals 

(IAPP)16 glossary 27 refers to privacy as the appropriate use 

of information under the circumstances. The notion of what 

constitutes appropriate handling of data handling varies 

depending on several factors such as individual preferences, 

the context of the situation, law, collection, how the data 

would be used and what information would be disclosed.  

In jurisdictions such as the US, “privacy” is the term that 

is used to encompass the relevant laws,  

policies and regulations, while in the EU the term “data 

protection” is more commonly used when referring to privacy 

laws and regulations. Legislation that aims to protect the 

privacy of individuals – such as the European Union (EU) 

DPD, the Gramm-Leach-Bliley Act (GLBA), the Right to 

Financial Privacy Act (RFPA), and the HIPAA – can become 

very complicated and have a variety of specific requirements. 

Organizations collecting and storing data in clouds that are 

subject to data protection regulations must ensure that the 

privacy of the data is preserved appropriately to lay the 

foundations for legal access to sensitive personal data.  

The development of a legal definition for cybercrime, the 

issue of jurisdiction (who is responsible for what information 

and where are they held responsible for it) and the regulation 

of data transfers to third countries are among other 

challenging issues when it comes to security in cloud 

computing.  

IV. SECURITY SOLUTIONS  

This section reviews the research on security solution such 

as authentication, authorization, and identity management 

that were identified in Table 2.2 as being necessary so that the 

activities of cloud providers are sufficiently secure.  

A. Authentication and Authorization  

In the authors propose a credential classification and a 

framework for analyzing and developing solutions for 

credential management that include strategies to evaluate the 

complexity of cloud ecosystems. This study identifies a set of 

categories relevant for authentication and authorization for 

the cloud focusing on infrastructural organization which 

include classifications for credentials, and adapt those 

categories to the cloud context. The study also summarizes 

important factors that need to be taken into consideration 

when adopting or developing a solution for authentication and 

authorization – for example, identifying the appropriate 

requirements, categories, services, deployment models, 

lifecycle, and entities. In other work, a design model for 

multi-factor authentication in cloud computing environments 

is proposed in, and this model includes an analysis of the 

potential security threats in the proposed model.  
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B. Identity and Access Management  

The important functionalities of identity management 

systems for the success of clouds in relation to consumer 

satisfaction is an important issue The authors also present an 

authorization system for cloud federation using Shibboleth - 

an open source implementation of the security assertion 

markup language (SAML) for single sign-on with different 

cloud providers. This solution demonstrates how 

organizations can outsource authentication and authorization 

to third party clouds using an identity management system. E-

ID authentication and uniform access to cloud storage service 

providers is an effort to build identity management systems 

for authenticating Portuguese citizens using national e-

identification cards for cloud storage systems.  

V. PRIVACY-PRESERVATION FOR SENSITIVE 

DATA IN CLOUDCOMPUTING  

Over the time, organizations have collected valuable 

information about the individuals in our societies that contain 

sensitive information, e.g. medical data. Researchers need to 

access and  

analyze such data using big data technologies in cloud 

computing, while organizations are required to enforce data 

protection compliance.  

There has been considerable progress on privacy 

preservation for sensitive data in both industry and academia, 

e.g., solutions that develop protocols and tools for 

anonymization or encryption of data for confidentiality 

purposes. This section categorizes work related to this area 

according to different privacy protection requirements. 

However, these solutions have not yet been widely adopted 

by cloud service providers or organizations.  

Pearson discusses a range of security and privacy 

challenges that are raised by cloud computing. Lack of user 

control, lack of training and expertise, unauthorized 

secondary usage, complexity of regulatory compliance, 

transborder data flow restrictions and litigation are among the 

challenges faced in cloud computing environments. In, the 

authors describe the privacy challenges of genomic data in the 

cloud including terms of services of cloud providers that are 

not developed with a healthcare mindset, awareness of patient 

to upload their data into the cloud without their consent, 

multi-tenancy, data monitoring, data security and 

accountability. The authors also provide recommendations for 

data owners when aiming to use cloud provider services.  

VI. CONCLUSIONS  

This paper surveyed recent advances in cloud computing 

security and privacy research. It described several cloud 

computing key concepts and technologies, such as 

virtualization, and containers. The results that are presented 

in the area of cloud security and privacy are based on cloud 

provider activities, such as providing orchestration, resource 

abstraction, physical resource and cloud service management 

layers. Security and privacy factors that affect the activities of 

cloud providers in relation to the legal processioning of 

consumer data were identified and a review of existing 

research was conducted to summarize the state-of-the-art in 

the field.  
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